What’s it all about

You will ensure NHG’s systems and data remain
secure by overseeing governance, risk and
compliance activities.

You will manage adherence and accreditation to
frameworks like NIST and Cyber Essentials and
help to coordinate vulnerability management,
penetration testing and audit efforts and disaster
recovery planning.

You will help to develop strategic compliance
plans, reporting performance to governance
bodies, and staying current with evolving
regulations. You will also help to maintain security
policies and collaborate with engineering teams to
resolve compliance barriers.

How you’ll make a difference

You will help drive the organisation to meet high
maturity and compliance targets and protect our
residents’ data and help to turn security into a
proactive business enabler.

You will help to improve risk visibility and
resilience and drive strategic compliance to
protect NHG’s reputation and trust and enable
smarter decision-making.

How you’ll do it

¢ Define and maintain cyber security
policies/procedures and manage compliance
aligned to regulatory standards and security
frameworks and oversee cyber security audits

e Manage governance and oversight of vulnerability
and risk management procedures and ensure
SLAs are achieved

e Own the Disaster Recovery process, including
reviews and oversight

e Communicate cyber security goals and
programmes to business managers and
committees

o Monitor cyber security performance and risk of
third-party suppliers

¢ Work closely with Governance, Risk, Data
Governance and Data Protection teams and

Genesis

Cyber Security Compliance Lead :

ensure awareness of changes to regulations and
security frameworks which could affect NHG

¢ Maintain professional and technical knowledge and
keep up to date with relevant NHG and statutory
policies and related procedures

e Support the development of cyber security
strategies

o Hybrid arrangements - at least two days a week
in an office or in a community/site
based/partnership setting. On other days,
working from home may be possible, depending
on the work needed and the interaction required

All about you
Behaviours for success

Our values set out what we stand for. You'll need
to show us how you match them and how you’ll
behave to ensure those are visible when carrying
out your work.

Compassionate
Progressive
Dependable
Inclusive
Empowered

Essential knowledge, experience and
skills including qualifications and
professional membership

o CISSP qualification or equivalent

e Good knowledge and experience of
Information Security concepts and standards
(1SO27001 and NIST 800-53)

e Project Management qualification preferred
(Prince2, Agile)

e Substantial hands-on experience of working
within a governance/compliance role, ideally
within a cyber/information security function

e Experience of threat assessments and
vulnerability management

e Previous successful accreditation to Cyber
Essentials Plus preferred

o Working knowledge of data protection
legislation including UK GDPR, UK DPA, and
PCI-DSS
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Working better together
for our residents

Threat Intelligence network with NCSC and
Security vendors

This role is subject to a basic criminal record
check (CRB) issued by the disclosure and
barring service (DBS)




